502076-A-01-US (JUANG) 
Serial No.: 10/674.286 
Ryon, Mason & Lewis, LU»; K. M. Mason (205) 255-6560 



1/5 



110 

A. 



FIG. 1 

120 



USER 
TERMINAL 



200 



VERBAL INFORMATION 
VERIFICATION SERVER 



400 




FIG, 2 



TO NETWORK 



120 



VERBAL INFORMATION VERIFICATION SERVER 



PROCESSOR 


220 
S 


' S 
, 210 



MEMORY 



300 

_1_ 



QUESTION DATABASE 



400 



USER DATABASE 



500 



ENROLLMENT PROCESS 



600 
\ 



VERinCAHON PROCESS 



200 



502076-A-01-US (JUANG) 
Serial No.: 10/674.286 
Ryan, Mason & Lewis, LLP; K. M. Mason (203) 255-6560 



2/5 



FIG. 3 

QUESTION DATABASE - 300 





350 
S 


355 
\ 




QUESTION IDENHFIER 


QUESnON TEXT 


305^ 


1 


MOTHER'S MAIDEN NAME 


310^ 


2 


SOCIAL SECURITY NUMBER 


325 >^ 


• 
• 


• 
• 


335^ 


N 


DATE OF BIRTH 



FIG, 4 

USER DATABASE - 400 





430 
\ 


440 
S 


450 




USER NAME 


SELECTED QUESTION 
NUMBERS 


ANSWERS TO 
SELECTED QUESTIONS 


405^ 


JOHN SMITH 


1, 2 


JONES; 123-54-6789 


410-^ 


* 
• 


• 
• 


• 


415^ 


BILL FRANKS 


2. N 


HARRIS; 987-56-4321 



502076-A-01-US (JUANG) 
Serial No.: 10/674.286 
Ryan, Mason k Lewis, LLP; K. M. Mason (203) 255-6560 



3/5 



FIG, 5 



500^ ENROLLMENT PROCESS ) 

i 

510^ PRESENT USER WITH ONE OR MORE QUESTIONS 
520^ INSTRUCT USER TO ANSWER QUESTION(S) 



530- 



HAS USER ANSWERED A 
SUrnCIENT NUMBER OF QUESTIONS 



NO 



YES 



560 



570- 



ASSIGN SECURITY WEIGHT TO EACH SELECTED 
QUESTION BASED ON ANSWER CHOICE 



I 



RECORD SELECTED QUESTIONS WITH 
CORRESPONDING WEIGHTS AND ANSWERS 
IN USER DATABASE 400 



( END ) 




502076-A-01-US (JUANG) 
Serial No.: 10/674,286 
Ryan, Mason k Lewis, LLP; K. M. Mason (203) 255-6560 

4/5 



FIG. 6 



( VERIFICATION PROCESS ^^600 



USER IS IDENTIFIED TO VERBAL 
INFORMATION VERIFICATION SERVER 



OBTAIN QUESTIONS THAT USER 
ANSWERED DURING ENROLLMENT 



610 



620 



PRESENT ONE OR MORE QUESTIONS TO USER 




GRANT ACCESS 




DENY ACCESS 








1 





C END ) 



502076-A-01-US (JUANG) 
Serial No.: 10/674,286 
Ryan. Mason & Lewis, LLP; K. M. Mason (203) 255-6560 



5/5 



r 



FIG, 7 



SPOKEN PASS PHRASE 
OR ANSWERS TO 


710 

s 


RECOGNIZED TEXT 


750 






SECRET QUESnONS 


ASR/UTTERANCE 


CONFIDENCE SCORE 


COMPARE 


DECISION 




VERIFICATION 




UTTERANCE 







USER 
PROFILE 
DATABASE 



SECRET QUESTION 


GENERATE 


1 






PROMPT 










720 



ACOUSTIC 
MODELS 



400- 



